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Oberman Law Firm Computer/System Access Agreement 

 

I hereby agree to comply with the following Firm Information Security requirements: 

 

1.  Credential Protection. I will protect my passwords and authentication tokens 

from disclosure and loss at all times. I will never reveal my passwords to anyone. I will not 

construct my password from obvious personal data (i.e., social security number, telephone 

numbers, relative’s names, pet’s names, etc.).  

2. User Accounts. I will not allow others to use my account, and I will not access other 

users’ accounts. I understand that I am accountable for all actions taken under my credentials. 

3. Data Protection. I will protect storage media and store the same in accordance with the 

highest level of data sensitivity contained on that media. 

4. Physical Security. I will not remove Firm information systems or software from the 

Firm without express written permission from the Firm. When using laptops, tablets, mobile 

phone, or other portable media devices for a Firm purpose, I understand that I am personally 

responsible for providing physical security and keeping the same under my exclusive control at all 

times. 

5. Email. I understand that the Firm email system is provided for official Firm business. I 

will limit my non-official use of the email system to prevent interference with my official duties 

or cause degradation of network services. I will not send email that is malicious, hostile, 

threatening, abusive, vulgar, defamatory, or profane. 

6. Internet and Social Media Use. I will not upload or post to any third-party website, 

social media network, or otherwise any client information, client documentation, Firm information 

systems, or software. 

7. Consent to Monitor. I understand that the Firm furnished information systems 

constitutes my consent to monitoring and auditing of use at all times. I understand that there is no  

expectation of privacy when using or storing data within the Firm system or on any device on 

which Firm information systems are operated, including, without limitation, email. 

8. Protection of Displayed Data. I will log off my computer and any other electronic 

device when leaving my work area unattended. I will use accounting locking, or a password 

protected screen saver requiring reentry of my password when my system is idle for short periods 
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of time. I understand that this applies to my computer, laptop, mobile phone, tablet, and any other 

device on which I access or may access Firm systems, including, without limitation, email. 

9. Copyright Protection. I will not duplicate or remove copyrighted software from Firm 

systems. I understand that I will be personally liable for any software copyright violations 

committed on or from Firm information systems under my control. 

 

[Signature Page on Next Page] 
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[Signature Page to Oberman Law Firm Computer/System Access Agreement] 

 

Please complete all of the below information: 

 

Last Name: _____________________________________________ 

First Name: _____________________________________________ 

 

____________________________________________________________________________ 

Signature     Date      Telephone Number 


